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ABSTRACT

Continuous-variables quantum key distribution (CV-QKD) allows the secure distribution of symmetric
cryptographic keys using off-the-shelf equipment [1-3]. The use of higher-order discrete modulation (DM) in CV-
QKD allows a simple implementation [4-5] and can approximate the theoretically optimal performance of
Gaussian modulation [6,7,12]. Higher-order DM-CV-QKD has been experimentally demonstrated secure [8-9].
However, due to the computational expense and complexity involved in digital signal processing and post-
processing, most experimental demonstrations [8-11] do not account for the reconciliation of the data for key
extraction, misleading the achievable key rates [6,8]. We have studied the security bounds of DM-CV-QKD
systems considering the true reconciliation efficiency and the frame error rate (FER) of the system, showing that
the minimization of the FER does not assure the maximization of the key rate. The maximization of the extraction
key rate must consider a proper signal-to-noise ratio (SNR) optimization accounting for the reconciliation step
[12,13]. Moreover, the choice of the reconciliation method must also consider the requirements of each
reconciliation method in terms of the amount of information transmitted on the classical channel. Since, due to
the bandwidth limitations of the optical link, such may limit the achievable key rates, as we analyze in [14].

In systems using optical fiber, the random birefringence of the fiber inevitably disturbs the state of polarization
(SOP) of the quantum signal [15], impacting the overall secret key rate. In [16], we analyze the effect of the SOP
fluctuations on the estimation of the channel parameters and compare the resulting secret key rate with the
theoretical value considering the polarization drift in the channel. Conventionally, the parameter estimation step
is provided assuming a perfect channel without polarization drift. By doing so, the estimation of the channel
parameters is highly degraded with the increase of the SOP fluctuations. This results in a sub-estimation of the
secret key rate, decreasing the performance of the system. As future work, we will study the security of the CV-
QKD system considering polarization diversity heterodyne detection, as implemented in the laboratory, to
measure both polarization components of the signal. This, aided by digital signal processing methods to combine
both polarization components, is expected to improve the estimation of the channel parameters and the overall
secret key rate. Experimentally, we are improving the implementation of the DM-CV-QKD system for symmetric
keys extraction focusing on characterizing and reducing the noise sources in the system.
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